’ SeCtOna Solution Brief

HIPAA Guidelines for Access Security
Compliance and Control Mapping with
Sectona Solutions

Background

As the healthcare industry accelerates its transformative digital journey, the cyber threat landscape continues to grow
treacherous. Threat actors find the healthcare space lucrative for launching targeted attacks and benefitting from the extracted
sensitive data of patients and health workers.

A data breach in the health infrastructure can expose critical health records and Personally Identifiable Information (PIl). Beyond
that, cyber incidents in the industry can halt emergency life support services.

This mapping document is designed to help IT professionals and cybersecurity implementors of the healthcare domain map HIPAA
requirements with the features of the Sectona Security Platform.

Overview

The Healthcare Insurance Portability and Accountability Act (HIPAA) was introduced in 1996 to ensure the efficiency of health
services and increase the number of citizens with health insurance coverage in the United States. HIPAA is a milestone legislation
for the healthcare industry in the US. The framework covers its compliance controls with three critical provisions:

1. Portability Provisions

2. Tax Provisions

3. Administration Simplification Provisions

Structure of HIPAA
HIPAA is composed of several rules and titles to regulate the privacy and security of healthcare information.
Titles
Title | Title Il Title Il Title IV Title V
Health Insurance Administrative Tax-Related Health Application and Revenue Offsets
Reform Simplification Provisions Enforcement of

Group Health Plan

Requirements
Rules
Key Rules Under HIPAA
Privacy Rule: Security Rule: Breach Notification Enforcement Rule: Omnibus Rule:
Regulates the use and Establishes security Rule: Specifies the penalties Amends and
disclosure of Protected  standards for Requires covered for HIPAA violations. strengthens HIPAA
Health Information protecting electronic entities to notify rules, including
(PHI) to ensure patient PHI (ePHI). affected individuals applying rules to
privacy. and authorities in case business associates.

of a data breach.
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Scope

1. HIPAA applies to specific organizations, known as “covered entities,” as defined below:

. Healthcare Providers: Providers of medical services that transmit health information electronically, including doctors,
hospitals, clinics, dentists, chiropractors, and pharmacies.

. Health Plans: An individual or a group plan that provides medical care, such as health insurance companies.

. Healthcare Clearinghouses that process non-standard health information into a standard format or vice versa, like billing
services or re-pricing companies.

2. HIPAA also applies to business associates within covered entities who act on behalf of a covered entity, and the actions
involve the use or disclosure of PHI.

3. HIPAA governs the PHI, including all Personally Identifiable Information related to health status, healthcare provision or
medical payments that can identify a person.

4.  The Electronic Protected Health Information (ePHI) of the HIPAA Security Standards requires covered entities and business
associates to implement technical, administrative and physical safeguards to protect ePHI.

Applicability
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Health Information Telehealth Services Marketing and
Exchanges (HIEs) Fundraising Activities

Non-Compliance

When the covered entities and business associates fail to comply with HIPAA, they can face severe penalties, including:

«  Civil fines of up to $50,000 per violation, depending on the level of negligence.

»  Criminal Penalties: Individuals or entities found guilty of intentionally mishandling PHI may face criminal charges, including
fines and imprisonment.
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Mapping HIPAA Requirements with Sectona’s Solutions | PAM | EPM

2.Security Standards
This rule covers federal regulations requiring healthcare entities and their business associates to implement administrative,

physical, and technical safeguards to protect electronic protected health information (ePHI).

Security Standards - §164.308 Administrative Safeguards
Includes policies and procedures for managing the selection, development, implementation, and maintenance of security

measures to protect ePHI.

Standard/
Imple'mentatlon Description Addressing with Sectona
Specification
Description
§164.308(a)(1)(i) Security Implement policies and procedures to Sectona offers features as listed below to
management process prevent, detect, contain and correct address this HIPAA Standard:

security violations. . Enforce security policies for privileged

credentials, including rotation and role-
based restrictions with Role-Based
Credential Management.

. Store privileged credentials securely with
tamper-resistant vaults.

e Leverage Privileged Session Isolation to
isolate sessions from end-user machines.

. Multifactor Authentication (MFA) adds
extra verification layers to secure privileged
system access.

e  Privileged User Authorization ensures
that only authorized users access critical
infrastructure.

. Provide Secure Remote Access for remote
users and third parties.

»  Monitors and records privileged sessions
in real-time with Privileged Session
Monitoring.

e Privileged Activity Logs track user
activities for auditing and compliance
purposes.

e  Threat Analytics detects anomalies and
potential threats in privileged access
behaviour.

. Simplifies and secures password
management for healthcare staff with
Workforce Password Management.

*«  Web Session Auditing monitors and audits
web-based access to protect PHI and
sensitive data.
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Standard/
Implementation

I Description Addressing with Sectona

Specification

Description

§164.308(a)(1)(ii)(A) Risk Conduct an accurate and thorough Sectona offers features as listed below to

analysis assessment of the potential risks and address this HIPAA Standard:
vulnerabilities of the confidentiality, e Privileged Activity Logs track user
integrity and availability of electronic activities for auditing and compliance
protected health information held purposes.
by the covered entity or business
associate. e  Privileged Credential Discovery and

Onboarding identifies and onboards
privileged credentials across healthcare
systems.

«  Generate detailed reports of privileged
accounts with Privileged Account
Inventory Reporting.

* Enable Risk Scoring to Assess and score
risk levels based on user behaviour.

§164.308(a)(1)(ii)(B) Risk Implement security measures Sectona offers features as listed below to

management sufficient to reduce risks and address this HIPAA Standard:
vulnerabilities to a reasonable and . Enforce security policies for privileged
appropriate level to comply with credentials, including rotation and role-
§164.306(a). based restrictions with Role-Based

Credential Management.

«  Simplifies and secures password
management for healthcare staff with
Workforce Password Management.

. Store privileged credentials securely with
tamper-resistant vaults.

e Leverage Privileged Session Isolation to
isolate sessions from end-user machines.

o Multifactor Authentication (MFA) adds
extra verification layers to secure privileged
system access.

. Provide Secure Remote Access for remote
users and third parties.

. Only authorized users can access
privileged accounts and systems with
Privileged User Authorization.

«  Safeguard web-based sessions by
monitoring and controlling web access for
better data integrity and privacy.
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Standard/
Implementation

i Description Addressing with Sectona

Specification

Description

§164.308(a)(1)(ii)(D) Implement procedures to regularly Sectona offers features as listed below to

Information system review records of information system address this HIPAA Standard:

activity review activity, such as audit logs, access e Privileged Activity Logs track user
reports and security incident tracking activities for auditing and compliance
reports. purposes.

e  Privileged Credential Discovery and
Onboarding identifies and onboards
privileged credentials across healthcare
systems.

«  Generate detailed reports of privileged
accounts with Privileged Account
Inventory Reporting.

* Enable Risk Scoring to Assess and score
risk levels based on user behaviour.

§164.308(a)(1)(ii)(B) Risk Implement security measures Sectona offers features as listed below to

management sufficient to reduce risks and address this HIPAA Standard:
vulnerabilities to a reasonable and o  Privileged Activity Logs track user
appropriate level to comply with activities for auditing and compliance
§164.306(a). purposes.

e  Threat Analytics and Risk Scoring Reports
provide detailed overview of possible risks
and mitigation measures.

. Track and audit web-based session
activities to protect sensitive data and
ensure accountability.
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Standard/
Implementation

Specification
Description

§164.308(a)(3)(i)
Workforce security

Description

Implement policies and procedures
to ensure that all members of the
workforce have appropriate access
to electronic protected health
information, as provided under
paragraph (a)(4) of this section,
and to prevent those workforce
members who do not have access
under paragraph (a)(4) of this section
from obtaining access to electronic
protected health information.

§164.308(a)(4)(i)
Information access
management

Implement policies and procedures
for authorizing access to electronic
protected health information that
are consistent with the applicable
requirements of subpart E.

Addressing with Sectona

Sectona offers features as listed below to
address this HIPAA Standard:

.

Enforce security policies for privileged
credentials, including rotation and role-
based restrictions with Role-Based
Credential Management.

Store privileged credentials securely with
tamper-resistant vaults.

Leverage Privileged Session Isolation to
isolate sessions from end-user machines.

Only authorized users can access
privileged accounts and systems with
Privileged User Authorization.

Employee Lifecycle Management: Controls
access and entitlements throughout
employment.

§164.308(a)(6)(ii)
Security incident
response

and reporting

Identify and respond to suspected or
known security incidents; mitigate, to
the extent practicable, harmful effects
of security incidents that are known
to the covered entity or business
associate; and document security
incidents and their outcomes

Sectona offers features as listed below to
address this HIPAA Standard:

Threat Analytics and Risk Scoring Reports
provide detailed overview of possible risks
and mitigation measures.

Monitors and records privileged sessions
in real-time with Privileged Session
Monitoring.

Privileged Activity Logs track user
activities for auditing and compliance
purposes.

Track and audit web-based session
activities to protect sensitive data and
ensure accountability.

§164.308(a)(7)(i)
Contingency plan

Establish (and implement as

needed) policies and procedures

for responding to an emergency or
other occurrence (for example, fire,
vandalism, system failure and natural
disaster) that damages systems
containing electronic protected health
information.

Sectona offers features as listed below to
address this HIPAA Standard:

Redundant/Distributed Architecture:
Supports optional redundant and
distributed components for enhanced
reliability.

Hybrid & Multi-Cloud Deployment: Allows
flexible deployment across hybrid and
multi-cloud environments.

Automatic Failover with HA & DR: Ensures
high availability and disaster recovery with
automatic failover and redundant PAM
satellite vaults.
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Standard/
Implementation
Specification
Description

§164.308(a)(7)(ii)C)
Emergency mode
operation plan

Description

Establish (and implement as needed)
procedures to enable continuation
of critical business processes to
help secure electronic protected
health information while operating in
emergency mode.

Addressing with Sectona

Sectona offers features as listed below to
address this HIPAA Standard:

Redundant/Distributed Architecture:
Supports optional redundant and
distributed components for enhanced
reliability.

Hybrid & Multi-Cloud Deployment: Allows
flexible deployment across hybrid and
multi-cloud environments.

Automatic Failover with HA & DR: Ensures
high availability and disaster recovery with
automatic failover and redundant PAM
satellite vaults.

§164.308(a)(8) Evaluation

Perform a periodic technical and
nontechnical evaluation, based initially
upon the standards implemented
under this rule and, subsequently,

in response to environmental or
operational changes affecting the
security of electronic protected health
information, which establishes the
extent to which a covered entity’s

or business associate’s security
policies and procedures meet the
requirements of this subpart.

Sectona helps Generate auditable reports like
the ones listed below:

1

gk wDd

Privileged Account Inventory Reports
Applications Inventory Reports
Privileged Accounts Compliance Reports
Entitlement Reports

Privileged Activity Logs
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Security Standards - §164.312 Technical Safeguards
Includes technological measures to protect ePHI, such as access control, audit controls, and encryption.

Standard/
Implgmen'gatlon Description Addressing with Sectona
Specification
Description
§164.312(a)(1) Access Implement technical policies and Sectona offers features as listed below to
control procedures for electronic information address this HIPAA Standard:
systems that maintain electronic «  Enforce security policies for privileged
protected health information, allowing credentials, including rotation and role-
access only to those persons or based restrictions with Role-Based
software programs that have been Credential Management.
granted access rights as specified in
§164.308(a)(4). . Simplifies and secures password

management for healthcare staff with
Workforce Password Management.

»  Store privileged credentials securely with
tamper-resistant vaults.

. Provide Secure Remote Access for remote
users and third parties.

e Access and Entitlement Management:
Controls and manages user permissions,
ensuring that individuals have appropriate
access based on their roles and
responsibilities.

§164.312(a)(2)(i) Unique Assign a unique name and/or number Sectona offers features as listed below to
user identification for identifying and tracking user address this HIPAA Standard:
identity. . Multifactor Authentication (MFA) adds extra

verification layers to secure privileged
system access.

. Privileged User Authorization ensures
that only authorized users access critical

infrastructure.
§164.312(a)(2) (iii) Implement electronic procedures that Sectona offers features as listed below to
Automatic logoff terminate an electronic session after a address this HIPAA Standard:
predetermined time of inactivity. . Session Time Limitation: Restrict active

session duration to reduce exposure to
security risks.

e Just-in-Time Access: Grant temporary,
on-demand access to privileged accounts,
minimizing standing privileges.

e Continuous Authentication: Monitor user
identity throughout sessions to ensure
ongoing verification.
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Standard/
Implementation

Specification
Description

§164.312(a)(2)
(iv) Encryption and
decryption

Description

Implement a mechanism to encrypt
and decrypt electronic protected
health information.

Addressing with Sectona

Sectona offers features as listed below to

address this HIPAA Standard:

«  Enable Privileged Sessions Data
Encryption to protect sensitive information
in transit.

. Secure Remote Access ensures safe,
encrypted access to critical systems from
remote locations to prevent unauthorized
access.

§164.312(b) Audit
controls

Implement hardware, software and/
or procedural mechanisms that record
and examine activity in information
systems that contain or use electronic
protected health information.

Sectona offers features as listed below to

address this HIPAA Standard:

. Monitors and records privileged sessions
in real-time with Privileged Session
Monitoring.

»  Monitor high-risk web sessions to detect
potential threats.

»  Privileged Activity Logs: Records user
actions for auditing and accountability.

e  Risk Scoring: Evaluates and assigns risk
levels based on user behaviour and session
activity.

§164.312(c)(1) Integrity

Implement policies and procedures

to protect electronic protected health
information from improper alteration or
destruction.

Sectona offers features as listed below to

address this HIPAA Standard:

. Provide Secure Remote Access for remote
users and third parties.

. Store privileged credentials securely with
tamper-resistant vaults.

§164.312(d) Person or
entity authentication

Implement procedures to verify that

a person or entity seeking access to
electronic protected health information
is the one claimed.

Sectona offers features as listed below to

address this HIPAA Standard:

»  Multifactor Authentication (MFA) adds
extra verification layers to secure privileged
system access.

«  Biometric Multifactor Authentication for
Remote Access: Uses biometric data, such
as fingerprints or facial recognition, as an
additional layer of security to verify user
identity during remote access.

«  Anomalous Login Behavior Detection:
Identifies unusual login patterns using
a risk-scoring engine to flag potential
security threats based on user behaviour
analysis.
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Standard/
Implementation

I Description Addressing with Sectona

Specification

Description

§164.312(e)(1) Implement technical security Sectona offers features as listed below to

Transmission security measures to guard against address this HIPAA Standard:
unauthorized access to electronic «  Enforce security policies for privileged
protected health information that credentials, including rotation and role-
is transmitted over an electronic based restrictions with Role-Based
communications network. Credential Management.

»  Store privileged credentials securely with
tamper-resistant vaults.

e Leverage Privileged Session Isolation to
isolate sessions from end-user machines.

e Privileged User Authorization ensures
that only authorized users access critical
infrastructure.

«  Enable Privileged Sessions Data
Encryption to protect sensitive information
in transit.

* Anomalous Login Behavior Detection:
Identifies unusual login patterns using
a risk-scoring engine to flag potential
security threats based on user behaviour

analysis.
§164.312(e)(2)(ii) Implement a mechanism to Sectona offers features as listed below to
Encryption encrypt electronic protected health address this HIPAA Standard:
information whenever deemed «  Enable Privileged Sessions Data
appropriate. Encryption with SSH & RSH to protect

sensitive information in transit.
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Sectona’s Access Security and Management Solutions for the Healthcare World
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The Sectona Security Platform proactively addresses the healthcare industry’s cybersecurity requirements. The platform ensures

better protection by mitigating risks from legacy devices, managing third-party access, and ensuring HIPAA compliance.

Benefits

1%

Secure Access to
Critical Systems

Ll

Telemedicine and Remote
Access Security

’ sectona

=
Protect Electronic
Health Records

Manage Third-Party
Access

2

Mitigate Insider
Risks

©

Seamless Integration with
Healthcare IT Systems

(8)

o 0

Address Targeted
Cyber Threats

&

Fanatic Incident
Response

Sectona is a Privileged Access Management company that helps enterprises mitigate risk of targeted attacks to privileged accounts spread across data centers

and cloud. Sectona delivers integrated privilege management components for securing dynamic remote workforce access across on-premises or cloud work-

loads, endpoints and machine to machine communication.

Sectona with its light, integrated approach provides a single console for securing passwords & secrets in embedded vault, secure access with cross-platform

access technology & manage privileges over endpoints.

Sectona’s extended platform capability supports Just-in-Time privileged access for implementing zero standing privileges and provides automation capabilities

with its built-in Privileged Task Automation and Account Lifecycle Management.

For more information, visit www.sectona.com and follow @SectonaTech on X (Twitter) or @Sectona on linkedin

sectona.com


https://sectona.com/
https://twitter.com/SectonaTech
https://www.linkedin.com/company/sectona/

